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What are we going to discuss today?

How it works? Rulebooks

How to configure? Actions and conditions

Examples



Why is this integration needed?

~Automate your IT processes
+-React to non-scheduled events

“Managing your IT infrastructure
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How It WOrks?
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How to configure in Zabbix?

“Import the media type
v Zabbix GIT
v Integrations page

+-Create a service user
v Select type “Event-Driven Ansible”
v Specify address of EDA Server

+-Configure an action to send notifications
v Specify sending via “Event-Drive Ansible.”
v Specify the service user

https://www.zabbix.com/integrations/ansible

Media

Type | Event-Driven Ansible
*Send to | 192.163.0.100:5001
* When active | 1-7,00:00-24:00

Use if severity |+| Mot classified
+| Information
+'| Warning
| Average
+| High

~'| Disacter

Enabled |+
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How to configure in Ansible?

| nstall
v Eda-server
v Ansible-rulebook

v Ansible collections “ansible.eda”
ansible-galaxy collection install ansible.eda = it B S ki

“Create a rulebook

“Run “ansible-rulebook”
v ansible-rulebook my-first-rulebook.yaml

https://github.com/ansible/eda-
server/blob/main/docs/deployment.md

https://ansible.readthedocs.io/projects/rulebook/en/stabl
e/installation.html



https://github.com/ansible/eda-server/blob/main/docs/deployment.md
https://github.com/ansible/eda-server/blob/main/docs/deployment.md
https://ansible.readthedocs.io/projects/rulebook/en/stable/installation.html
https://ansible.readthedocs.io/projects/rulebook/en/stable/installation.html

Ports must match!

\\O{/ Make sure you are using the same port as specified in user settings.

Media T
- name: My first rulebook
Type | Event-Driven Ansible v 1]

*Sendto | 192.168.0.100:5001
I

host: 6.9.0.8

*When active | 1-7,00:00-24:00

Use if severity |+ Mot classified
+ | Information
«'| Warning
| Average
+'| High

+"| Disaster

Enabled |+

upat



Fvent has status “Sent”

2023-08-23 12:40:46 EDA Service User (Eveni-Driven Ansible User) 5%

2023-08-23 12:40:44

M If the event is marked as sent, it
@ doesn't mean that rulebook has
taken action!
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- Only problem events

v
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What data will be sent?

“-acknowledged
“-endpoint
“event _date
+-event_datetime_timestamp
“event id
“-event_name
“-event_nseverity
“-event_object
“-event_severity
“-event_source
“-event_tags
“-event_time

“-event_value

“host_groups
“host_host
“host_id

“host_ip
“host_port
“~monitoring_source
“-operation_data
“send_to

“Subject
“W-trigger_description
wWtrigger_id
“W-trigger_name
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Most interesting fields

Tags .

-Location: Berlin

- Location: Central office
“-container: /web_portal
“\-scope: security
“-component: configuration

"event tags": |
"Location™: ["B

"component”: ["con
"container™: [

e ||

ﬁ Host groups
- Berlin

“-Linux servers
+Web servers

"host_groups™: |
"Berlin”,
"Linux servers”,

inux
Web servers™
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Most interesting fields

“-event_nseverity

“-event_seve rlty "event_nseverity": 4,

“event_severity”: "High",

“acknowl EdgEd "acknowledged”: "No",

"event_name”: “"Container '/web-portal’:

"\/\"event_name stopped with error code”,

"trigger name": "Container '/web-portal: Container has

“W-trigger_name




How to view value?

“print_event .  aylons

"HTTPProxy™: ™'

"acknowledged™”:

"endpoint”

"event_date™:
"event_datetime_timestamp”: 169
"event_id’

"event_name

"event_nseverity": 4,

"event_objec
"event_severity
"event_source”:
"event_tags”: ocation™: [

"component™: ["c

“event_time”
"event_value™:
d b "host_groups™:
g "host_id":
"host_ip”
"host_port”
. ! "monitoring_source
8.8.8.0 “operation_data™: "Exit
_ "send_to”
-: 5801 ~subjact"
"trigger description”:
"trigger id":




Rulebooks

Similar to Ansible Playbooks, but more
oriented to “if-then” scenarios

1ame: Print all variables

“-Sources

- Rules
v condition
v action

\

\@/ The order of the rules is important for
—/ the rulebook
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Rule conditions

“in

“-contains

“-is defined

“-is search(pattern ,ignorecase=true)
“-Is regex(pattern, ignorecase=true)
“is select(operator, value)

“-and / or

https://ansible.readthedocs.io/projects/rulebook/en/stable/conditions.html



Examples of conditions

“"event_tags": {

“Lacation™: ["Berlin®, "Central office"],
“component”: ["configuration”],
"container™: [" ]

event.payload

+-event.payload.event_tags.component is select("==","configuration")
+-event.payload.event_tags.Location contains "Central office”
“-event.payload.event_tags.scope is defined

+-event.payload is defined



Examples of conditions

“"host_groups™: |
‘Berlin”,
"Linux servers”,

1nux
Web sepvers”

]

+-event.payload.host_groups is select("==","Web servers")
+-event.payload.host_groups contains "Web servers”
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Examples of conditions

"event nseverity": 4,
"event_severity”: "High",
"acknowledged™: "No",

"event_name”: “"Container "/web-portal’': Container has been

stopped with error
"trigger name”: "Co ner ‘/web-portal: Container has

been stopped with error code”

+-event.payload.event_nseverity > 3
+-event.payload.acknowledged == 'No’
+-event.payload.event_name is regex(".*Container has been stopped with error code")
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Rules actions

-run_playbook “retract_fact
“-run_module -print_event
“-run_job_template -shutdown

“-run_workflow_template  +-debug
“-set_fact “none
“-post_event

https://ansible.readthedocs.io/projects/rulebook/en/stable/actions.html



Use data from event

"{{ ansible_eda.event.payload }}"



Complex example

Tags

“-target: nginx
- class: software

“-component: configuration
== Host groups

e |l

AN E362r1ir1 :_: ”E:.:L .event_tags.component ig 5 ”;':mnfigdﬁatimn”}

M Linux servers

“Web servers

“event_tags”: {
"target”:
"class™:
"component™:

"host_groups™: ["Berlin”, "Linux servers”, "Web servers"]
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Thank you!

Aleksandr Kotsegubov

Integration engineer
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